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INTRODUCTION

Private military and security forces, in various forms, have been
around for as long as there has been war and insecurity. In the first and
second centuries BC, Carthaginians used Numidian mercenaries, in the
fifth century the Romans used Germanic mercenaries on their northern
borders, the Byzantines hired the Spanish in the fourteenth century,? the
English used Prussian “Hessians” in the American War of Independence,?
and the Swiss Guard have been providing protective services to the Vatican
since 1506. These forces were used by strong regional and local powers
to safeguard or expand territory or other spheres of influence under their
control.

The Treaty of Westphalia in 1648, however, which ushered in the
“era of sovereign nation states,” helped to streamline and consolidate
this piecemeal security provision. In assuming control over its territory,
the state undertook to protect its lands and people with public forces.
State responsibility for the provision of security to protect state interests
became the preferred standard for the use of security forces. In this top-
down approach, the only legitimate use of force was that sanctioned
and regulated by the state—and such force was meant to be sufficient to
protect the various individual and private security needs, so long as they
were in line with state interests. The state-centric security model became
so widely-accepted as the norm that it formed the basis for “collective
security” in the UN charter—so long as each state did its job in securing
its own territory and taking care that individual or private threats did
not spill out beyond its borders to undermine international security, then
war among states could be avoided—even abolished. Unfortunately, this
state-centric model of security did not fulfil these lofty aspirations.*

The end of Cold War bipolarity has seen both the massive
downsizing of state armed forces as well as an increase in the number

1 The authors would like to thank Chris Sanderson, Siw Doérte Hempfing and André du Plessis for their valuable contributions
to the text. All photographs are the property of the authors or have been used under a creative commons license from Fras1977,
h de ¢, and monojussi.

2 Edward Kwakwa, “The Current Status of Mercenaries in the Law of Armed Conflict,” Hastings International and Comparative
Law Review 14, (1990): 75.

3 James Kwok, “Armed Entrepreneurs: Private Military Companies in Iraq” Harvard International Review, (Spring 2006): 34.

4 Reference to the Montreux Document (2008) and the International Code of Conduct for Private Security Service Providers
(2010).
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and type of security threats, as states, aspiring states and other interests
grapple with a new world (dis)order. In some measure, within this shake
up of the international security sector—with both new and existing actors
scrambling to secure their spheres of influence—can be found echoes of
pre-Westphalian times. Finding new opportunities in a changing security
landscape, private actors are increasingly taking advantage of porous
borders and availability of powerful and relatively cheap weapons to
support a wide variety interests. Among these private actors are private
military and security companies (PMSCs)® joining the security sector
In increasing amounts, bringing potent market forces to bear on the
international security sector. Some recent responses have taken innovative
approaches to these threats, creating multi-stakeholder alliances among
states, industry and civil society.

Thispaper willtake alook at future trends in the international private
security sector, beginning with an overview of some of the emerging
private threats impacting the security sector today. This will be followed
by a brief analysis of some of the challenges and opportunities posed by
these actors to the security sector today and beyond. Finally, the paper
will finish with some recommendations for responses to these challenges.

5 The Montreux Document (2008) defined private military and security companies (PMSCs) as: “private business entities
that provide military and/or security services, irrespective of how they describe themselves. Military and security services
include, in particular, armed guarding and protection of persons and objects, such as convoys, buildings and other places;
maintenance and operation of weapons systems; prisoner detention; and advice to or training of local forces and security
personnel.”
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1. PRIVATE THREATS TO
INTERNATIONAL SECURITY

In the wake of the end of the Cold War, a number of private actors
have come to threaten the state-centric model of security. Crossing
borders often and with ease, these security threats confound traditional
approaches to state security requiring innovative responses from the
security sector. Indeed, some of these threats have even gained a measure
of legitimacy through their ability to identify and supply local needs and
demands—for example, by offering services to host populations or by
building patronage networks.

1.1 PIRACY

One example of this trend is maritime piracy, a phenomenon that
Is on the rise, both in terms of the number of incidents and the level of
associated violence. The International Maritime Bureau reports that in
2009 153 vessels were boarded and forty-nine vessels were hijacked. In
addition, eighty-four attempted attacks were made and 120 vessels fired
upon, up from forty-six in 2008. In the course of these incidents, a total of
1,052 crew were taken hostage, sixty-eight were injured and eight were
killed.® While traditional centres of piracy, such as the Straits of Malacca,
have seen a rise in incidents, much of the new wave in piracy has occurred
in the Indian Ocean, off the Somali coast, and in the Gulf of Guinea, off
the coast of Nigeria. Equipped with increasingly sophisticated weapons
and faster boats, modern-day pirates have been able to operate far out
to sea. The enormous ransoms they are able to demand in exchange for
the safe return of captured ships and sailors have fuelled their number;
particularly as traditional sources of income (such as fishing) come under
pressure,

In response to this increase in maritime piracy, states have had to
adopt innovative and collaborative approaches to effectively counter
them. Nevertheless, these have been insufficient. Even with around

& ICC International Maritime Bureau. “Piracy and Armed Robbery against Ships” Annual Report 2009 (2010), 8.
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fifteen states conducting anti-piracy naval patrols in the Indian Ocean,
under various commands, and a slew of resolutions passed by the United
Nations Security Council authorising nations to patrol the waters off the
Somali coast and to pursue pirates, both on the high seas and in Somali
territorial waters, the thirty or so warships involved are not nearly enough
to secure the area. Even when equipped with helicopters and speedboats,
the size of the area means they are often too late on the scene to be of
much use. Furthermore, it is unclear whether expensive naval vessels,
designed for war fighting, are really the best tools with which to combat
pirates in small skiffs and speedboats.

The size of the threat and the inadequacy of states’ responses have
combined to make private military and security companies an attractive
option for shipping firms and they are increasingly involved in planning,
ransom delivery, negotiations, guarding and seaborne patrol duties. There
are, however, no universally recognised guidelines for how these actors
should behave. Several maritime organisations have published their own
guides to best practice in deterring piracy, including, for example, the
International Maritime Bureau’s Advice to Masters and the International
Maritime Organization’s Guidance to Ship Owners and Ship Operators,
Shipmasters and Crews on Preventing and Suppressing Acts of Piracy and
Armed Robbery Against Ships. However, the complicated intersection
between international law, maritime law and contract law that covers
such situations makes it likely that contractors will act in a wide variety of
different ways, not all of them ideal. While violent examples immediately
spring to mind, perhaps the greatest threat to security posed by private
security firms is that they have facilitated the payment of ransoms by ship-
owners. As United States (US) Defense Secretary, Robert Gates, remarked
in April last year, the fight against piracy would be going better if ship-
owners stopped paying to regain their vessels.

1.2 ORGANISED CRIME

A second example is that of organised crime groups. These are
involved in the trafficking of drugs, people and weapons, in profit-related
activities, such as money laundering, as well as in providing services to
the communities in which they are embedded, through, for example,
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patronage networks or the provision of alternative justice. Such groups use
violence to accumulate capital and secure economic power and, in many
parts of the world, their activities reveal alternative networks of power,
authority and self-governance that erode and undermine state legitimacy.
Many of these operate internationally, fleeing from one state to another
and complicating traditional state-centric approaches to oversight and
accountability.

Many other examples of private threats exist and are increasing,
including citizen militias, vigilante groups, criminal mafias and armed
insurgents, underlining the key point that in places where state power has
eroded, or where trust in its ability to administer justice has evaporated,
private alternatives quickly fill in these gaps. Indeed, the number of non-
state actors taking matters of security for their particular activities into
their own hands is on the rise. In other examples, the state itself has made
a conscious decision to outsource some aspects of its power to private
security companies or to private prisons, for example. This creates a
security environment in which private threats are on the rise, alongside
an increasing diversity in the different kinds of clients seeking private
protection.

DCAF HORIZON 2015 WORKING PAPER 11



2. INCREASED STATE OUTSOURCING
OF SECURITY ACTIVITIES

Along with the increase in private threats to international security
are increases in the clients hiring private security service providers. While
it is well-known that some states are hiring these companies to support
them in military operations, states are hiring private companies to support
a number of other traditionally state-security activities.

2.1 SECURITY SECTOR REFORM (SSR)

Much has been written about the use of contractors in military
operations in lrag and Afghanistan. High-profile incidents such as the
prisoner abuse at Abu Ghraib prison in 2004, or the shootings at Nisour
Square in September 2007 (both in Iraq) served to bring attention to these
actors, as well as to the related difficulties of holding such private actors
accountable. What has been less in the public eye is the use of such private
contractors to perform SSR-related services, such as training public police
and state armed forces. For example, in 2004, the US Department of State
contracted with DynCorp International to establish a state army from
the ground up in Liberia.” At the 2009 International Peace Operations
Association (IPOA) Annual Summit, US Department of Defense (DoD)
personnel from Africom announced a policy of including PMSCs in their
SSR activities in Africa. While such use of PMSCs is on the rise, there is
some doubt whether these training programmes are part of an overarching
holistic approach to SSR, where other actors in the security sector such as
the judicial branch or civil society are also enhanced and strengthened in
order to help ensure that the reforms are sustainable.

2.2 PRISONS

The increased privatisation of prisons also has important
implications for the security sector and its effective functioning/reform.
In fact, privatisation with regards to prisons is occurring on two levels
resulting in “double privatisation” occurring in the sector: 1) privatisation
of ownership and management of prisons, and 2) the contracting

7 See, for example, Sean McFate, “l Built an African Army,” Foreign Policy (January 2010), http://www.foreignpolicy.com/
articles/2010/01/07/i_built_an_african_army (accessed October 2010).

12 DCAF HORIZON 2015 WORKING PAPER



out of prison inmate labour, with the latter amounting to a 1.4 billion
USD industry. Privatisation of prisons is primarily an Anglo-Saxon
phenomenon with most private prisons located in Australia, Canada,
the United Kingdom (UK) and the US. To support the operation of these
prisons, a global multi-stakeholder network of government agencies,
corporations, and professional associations has emerged taking on roles
in law-making, norm formation and standard-setting. Professional
associations—the American Correctional Association (ACA) in the US,
for example—play a huge role. Indeed, the ACA manual plays a greater
role than government authority in establishing prison standards and in
transforming vague directives and standards (against, for example, “cruel
and unusual punishment”) into specific operational terms.

2.3 INTELLIGENCE

Given the nature of the service, private involvement in intelligence
gathering may sometimes be essential. Agencies need the cooperation
of telecommunications and IT firms to establish wiretaps and monitor
communications. The procurement and continuing operation of high-tech
equipment, such as spy satellites, may only be possible through public
private cooperation. While very little information is available on the
precise nature of intelligence privatisation, it seems clear that it is a growing
industry in many parts of the world, particularly since September 11.8

Simon Chesterman, one of the few authors to publish on this issue,
writes that the US spent 70 percent (roughly 42 billion USD) of its 2005
intelligence budget on private contractors. Furthermore, he reports that
private contractors outnumber their public colleagues at the Pentagon’s
Counterintelligence Field Activity unit, at the Defence Intelligence
Agency, in the CIA’s National Clandestine Service and at the National
Counterterrorism Center. These contractors are involved in all aspects
of intelligence gathering, including covert operations. To give just one
example, the British firm Aegis was awarded a 300 million USD contract
in 2004 which required the hiring of a team of analysts with “NATO
equivalent SECRET clearance.”®

& Simon Chesterman, “"We Can’t Spy ... If We Can’t Buy!": The Privatization of Intelligence and the Limits of Outsourcing
‘Inherently Governmental Functions,” The European Journal of International Law 19, no.5 (2008): 1055-6.
° 1bid., 1058.
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This aspect of public private cooperation raises many familiar
guestionsregarding oversightand accountability. Contractor involvement
in intelligence activities often shields such activity from scrutiny by
oversightbodies, aswell as leading to conflicts of interest when commercial
and operational priorities collide.*

1 Chesterman, “’"We Can’t Spy ... If We Can’t Buy!",” 1054-74; Mark Mazzetti, “U.S. Still Using Private Spy Ring, Despite
Doubts,” The New York Times, May 15, 2010.
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3. INCREASE IN PRIVATE SECURITY
CLIENTS

3.1 INTERNATIONAL ORGANISATIONS!

Since the late mid-to-late 1990s, the UN has used PMSCs for a variety
of tasks including specialist services (such as de-mining, intelligence),
support services (helicopter services, logistics, maintenance), and the
more conventional PMSC security services (armed and unarmed security,
security consulting and training). While there is little detailed information
or data available on UN PMSC contracting policies or patterns, it is clear
that there is a lot of this contracting going on.*?

Some recent examples of UN PMSC contracts:

Specialist services

For de-mining services ArmorGroup is frequently used. For
example, it has had contracts in Sudan (awarded in 2006) and Nepal. In
Nepal (UNMIN) it did de-mining, demolition, as well as consulting and
monitoring of this process.

Mission Support

Pacific Architects and Engineers (PAE) provided fuel, vehicles, and
rations for the new UN mission in Ivory Coast. The same company also
provided air traffic control, airport operation and management in the
Democratic Republic of the Congo (DRC) in 2004, as well as security for
the same mission (MONUC).

Security

In Afghanistan, the UN contracted an Afghan subsidiary of the
London-based company ISG Security Ltd. to provide 169 Gurkhas,
according to figures compiled by the UN Mission in Afghanistan. They are
charged with supplementing security provided by the Afghan National

1 The information in this section is based on a forthcoming DCAF Policy Paper on the use of private security providers by the
UN, by Ase Ostensen, to be published in 2011.

2. One possible indicator, the miscellaneous budget category “politics, peacekeeping and mine action services” ranked third on
a list of goods and services most often procured by UNOPS, totaling more than one hundred million USD in 2008, and over 78
million in 2009. However, given the lack of itemized entries, there is no way of telling what percentage of these expenditures
were made on services and how much were spent on goods. (UNOPS 2010, 2009 Annual Statistical Report on United Nations
Procurement).
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Police.’* This example is interesting as it involves the performance of
official police tasks rather than “private” activities.

In 2008 UNHCR contracted security maintenance services from
Defense Systems Africa, Office security services from G4S, and guard
services from G4S Gurkha services limited. The UNDP contracted Saladin
security for security services the same year.

With the increased use of these actors by the UN also come questions
of accountability. As an organisation made up of states, but without states’
oversightinstitutions nor their enforcementability, the UN isnotequipped
to hold private actors accountable when they violate international law or
human rights.

3.2 MULTINATIONAL CORPORATIONS

Many multinational corporations use private security services to
protect their factories and other business installations, particularly those
located in areas where state security is weak, or where there may be
regular outbreaks of violence. An example of this is the extractive industry
which has many installations located in areas requiring extra security. The
needs of many extractive installations are extensive and many extractive
companies have whole divisions devoted to the selection and training
of private security providers, often hiring them as employees to provide
In-house security. The importance of private security to the extractive
industry business was recognised in the Voluntary Principles on Security
and Human Rights (Voluntary Principles). The fruit of a multi-stakeholder
initiative in which states and civil society worked with industry, the
Voluntary Principles seek to provide “guidance to extractive companies
on maintaining the security of their operations in a manner that respects
human rights and fundamental freedoms.”4

¥ Colum Lynch, “UN Embraces Private Military Contractors,” Foreign Policy (January 2010), http://turtlebay.foreignpolicy.
com/posts/2010/01/17/un_embraces_private_military_contractors (accessed October 2010).

1 Vision Statement of the Voluntary Principles, available online at: http://voluntaryprinciples.org/files/VPs_10 Year
Anniversary_Press_Release_March2010_London.pdf

16 DCAF HORIZON 2015 WORKING PAPER



3.3 HUMANITARIAN ORGANISATIONS

Perhaps one of the least well-known clients of PMSCs are
humanitarian organisations. Increasingly, the target of attacks while
working in the field,®® humanitarian organisations often require
additional security in order to perform their missions. While most private
security companies hired by humanitarian organisations are unarmed,
In some exceptional cases armed security is provided. It is clear that
this is a growing trend, with more and more organisations in the field
hiring mostly local private security guards.®* For the most part, these
organisations have been hiring private security providers on an ad hoc
basis with little in the way of standard protocols or policies. However, as
some have had negative experiences with private security providers, it
has become increasingly clear that policy guidelines need to be developed
that provide humanitarian organisations with guidance as to when and
how they should hire such companies, particularly with regards to vetting
and training.

% For some examples of attacks against humanitarian organisations, see André du Plessis, “The Global Code of Conduct for
Private Security Companies: Why it Matters to Humanitarian Organisations,” Humanitarian Exchange Magazine, http://www.
odihpn.org/report.asp?id=3122 (accessed October 2010).

% Abby Stoddard, Adele Harmer and Victoria Di Domenico, “The use of Private Security Providers and Services in Humanitarian
Operations,” HPG Report, (October 2008).
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4. CHALLENGES

There is no doubt that a huge wave of privatisation is sweeping
across nearly all aspects of the international security sector bringing a
number of important challenges

4.1 LACK OF COORDINATION AMONG DIFFERENT
SECURITY PROVIDERS

With private or individual interests purchasing security services
to protect their particular interests, the model is moving away from a
state-monopolistic, state coordinated security provision to one in which
many different unrelated actors provide security on an ad hoc basis.
This decentralisation of security can create situations in which security
coverage is patchy, resulting in both gaps and overlaps. In the area of SSR,
the lack of a holistic approach among the different actors of the larger
security sector (such as, police, armed forces, border guards, judiciary
and prisons, parliaments and civil society) can undermine the long-term
sustainability of reform efforts, such as the training by PMSCs of police
forces.

4.2 LACK OF EFFECTIVE OVERSIGHT AND
ACCOUNTABILITY

Related to the decline of traditional state-centric security systems
is the breakdown of effective oversight and accountability mechanismes.
Where the state has less control of private security forces, it also has less
ability to hold such actors accountable when violations occur. As most
“hard law” depends upon a state’s ability to enforce it within its territory,
the ease with which private actors cross borders and can escape territorial
reach undermines the enforcement of both national and international law.

4.3 ASSYMETRY IN SECURITY PROVISION

The private contractual nature of these services means that PMSC
contracted security obligations run to their clients, but not to the public
at large. This can create an asymmetric situation in which some are
provided with more security than others and, furthermore, the security
measures employed to protect paying clients may negatively impact on

18 DCAF HORIZON 2015 WORKING PAPER



those not-paying. This shift in obligation from providing security for the
“common good” to that of the paying client has huge implications for
how security is provided generally. It stands to reason that in this new
paradigm, decisions on how security should be provided would begin
with the client’s needs, followed by those of the wider community. At
the same time, it may not always be the client’s best interest that guides
decision-making. For example, it has been suggested by one journalist that
the scope and duration of training programmes were extended beyond
what was appropriate in order to secure the greatest possible return on
investments.'’

7 David Isenberg, “Private Military Contractors as Buzz Lightyear: To Afghanistan and Beyond,” The Huffington Post, March 11,
2010.
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>. OPPORTUNITIES

While private security services certainly pose significant challenges,
they may also provide some significant benefits and opportunities.

5.1 COST SAVINGS AND EFFICIENCY

While the jury is still out on whether PMSCs are more cost-efficient
thanstatearmed forcesinthe long-run,*®®thereare somestudiesthatindicate
that private services are more cost-efficient generally. For example, one
study touted a 38 percent decrease in costs for private prisons in the UK
when compared to state-run-prisons.’® During this economic downturn,
strategies for achieving cost-savings figure prominently in defence budget
discussions and will likely be a continuing trend in the debate about
PMSCs.

5.2 INNOVATIONS IN THE PROVISION OF SECURITY

Competition is another market force which can shape the way
private security is provided. Not only does it have the potential to keep
costs down, but it also can encourage innovation and development of
new technologies that support improved methods for providing security.
Contrary to popular perceptions, not all PMSCs believe it is an advantage
to be armed while providing security—citing the increased risks inherent
to carrying weapons while providing security and the costs associated
with those risks. To minimise such risks, new technologies are being
developed that support efficient security provision without the use of
arms. For example, innovations in secure containers for carrying large
amounts of cash that make it effectively impossible for would-be thieves
to steal even if they manage to get possession of the containers,? relieving
security of the need for firearms.

18 For further discussion, please see Deborah D. Avant, The Market for Force: The Consequences of Privatizing Security (New York:
Cambridge University Press, 2005); Eric Fredland, “Outsourcing Military Force: A Transactions Cost Perspective on the Role
of Military Companies” Defence and Peace Economics 15 (2004): 205-219.

¥ Gary Sturgess, “Market Testing,” Ethos Journal (Autumn 2010), http://www.ethosjournal.com/home/item/183-market-
testing (accessed October 2010).

2 Foradiscussion of their use in the EU, see: EURICPA, White Paper on Professional Cross-Border Transportation of Euro-Cash by Road
Between Member States, (Brussels: EURICPA, 2009)._http://ec.europa.eu/economy_finance/publications/publication15735
en.pdf
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6. RESPONSES: A MULTI-
STAKEHOLDER WAY FORWARD

While PMSCs presentimportantchallengesto the traditional security
systems, some recent multi-stakeholder standard-setting and regulatory
initiatives hold some real promise for effective responses.

6.1 VOLUNTARY PRINCIPLES ON BUSINESS AND
HUMAN RIGHTS

As previously mentioned, the Voluntary Principles on Business and
Human Rights is a multi-stakeholder initiative which aims to set human-
rights compliant standards for the extractive industry. Now in its 10™
year, the initiative relies on its three stake-holder pillars (composed
of states, the extractive industry, and human rights organisations).
Criticised for its lack of effective oversight, the initiative is in the process
of reorganising its structure to include a more robust and effective
secretariat. Notwithstanding its weaknesses, it has clearly had a positive
Impact on human rights as part of its “in-country” programmes, which
focus on operations within a particular state.*

6.2 SPECIAL REPRESENTATIVE OF THE UN SECRETARY
GENERAL ON BUSINESS AND HUMAN RIGHTS

In July 2005, Kofi Annan appointed Professor John G. Ruggie to
be Special Representative of the UN Secretary-General on Business &
Human Rights. In 2008, this mandate was extended by the UN Human
Rights Council in order to provide views and concrete and practical
recommendations on ways to strengthen the protection of human rights
from abuses by or involving transnational corporations and other business
enterprises, including through international cooperation”? To this end,
Professor Ruggie developedthe “Protect, Respectand Remedy” framework
whichrests on three pillars: 1)the state duty to protect against human rights
abuses by non-state actors, including businesses, through appropriate

2 For more information, please visit the Voluntary Principles website at http://www.voluntaryprinciples.org/

2 HRC Resolution 8/7. Mandate of the Special Representative of the Secretary-General on the issue of human rights and
transnational corporations and other business enterprises, available on-line at http://ap.ohchr.org/documents/E/HRC/
resolutions/A_HRC_RES_8_7.pdf
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regulation, policies, and adjudication; 2) the corporate responsibility to
respect human rights, which means to act with due diligence to avoid
infringing the rights of others and to address adverse impacts that occur;
and 3) increased access for victims to effective remedies, both judicial and
non-judicial. Professor Ruggie is working on an operational plan for the
Protect, Respect and Remedy framework, which is due for completion by
2011.%2

6.3 THE MONTREUX DOCUMENT

Seeking to address gaps in international humanitarian law as it
applies to PMSCs, in September 2008 the Swiss government in cooperation
with the International Committee of the Red Cross (ICRC) concluded an
intergovernmental dialogue on how to “ensure and promote respect for
international humanitarian and human rights law”’ by states and PMSCs
operating in areas of armed conflict. The initiative’s stated objectives
were 1) to clarify the existing obligations of states and other actors under
international law; and 2) to develop good practices, regulatory options
and other measures at the national and possibly international level.®

The Montreux Document has been almost universally welcomed.
Some have praiseditforitsgenerally inclusive and even-handed approach?
and others have commented on the quality of its content.?’ While the
target audience of the Montreux Document was primarily states, it also
adopted a multi-stakeholder approach to develop the document, bringing
together representatives from governments, human rights organisations
and the PMSC industry to build consensus on how to best achieve the
objectives stated above. Two years later, thirty-five states have endorsed
the Document.

% For more information, please visit Professor Ruggie’s web portal, available on-line at: http://www.business-humanrights.
org/SpecialRepPortal/Home

2 QOverview of the Swiss Initiative, available on-line at: http://www.eda.admin.ch/psc

% Qutline of the Swiss Initiative (November 2007), 2, http://www.eda.admin.ch/psc

% See, for example, Doug Brooks, “The Swiss Show Some Initiative,” Journal of International Peace Operations 3, no. 6 (May-June
2008), 4.

2 For example Amnesty International, even while criticizing some aspects of it, noted that it is a text a text with many useful
elements that provides a number of detailed and useful recommendations for States. See, for example, Amnesty International
Public Statement on the Montreux Document on Pertinent International Legal Obligations and Good Practices for States related to the
Operations of Private Military and Security Companies during Armed Conflict,
http://www.amnestyusa.org/document.php?id=ENGIOR300102008

% For an up-to-date list of endorsing states, please visit: http://www.eda.admin.ch/eda/en/home/topics/intla/humlaw/
pse/parsta.html
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6.4 THE INTERNATIONAL CODE OF CONDUCT FOR
PRIVATE SECURITY SERVICE PROVIDERS

In response to industry demands to develop international standards
for private security service providers, the Swiss government launched
another initiative to develop an International Code of Conduct for Private
Security Service Providers (ICoC) which would articulate clear standards
for private security providers based on international human rights law, as
well as develop an independent oversight and compliance mechanism to
provide effective sanctions when the ICoC is breached, as well as remedies
to victims. Once again developed through a multi-stakeholder approach,
including private security companies, states and civil society, the 1ICoC
was finalised and signed by participating companies in November
2010. The ICoC uses contractual mechanisms to impose human-rights-
compliant standards directly on the companies themselves, regardless of where
they are operating. Currently, the ICoC is in an institution-building phase
led by a multi-stakeholder Steering Committee to develop the operational
framework for the oversight institution. It is expected that this framework
will be completed by the end of 2011, and the institution should be
functioning by the end of 2012.%°

2 For more information about the International Code of Conduct for Private Security Service Providers, please visit: http://
www.dcaf.ch/privatisation-security/_index.cfm
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CONCLUSIONS

In a time of increasing security threats—both public and private--
which affect states and a multitude of private actors, as well as decreasing
state capacity to meet those threats, the trend to use private military and
security companies will likely continue to increase and shape international
security. In defiance of the traditional paradigm of state-centric security,
these private security actors pose real challenges to effective regulation of
their services, particularly accountability for violations of human rights
and remedies to victims. However, these actors can also challenge security
provision in a positive manner, through innovations and the possibility
of cost-effectiveness that may be welcome in difficult economic times.
The recent trends towards privatisation of security and the impact of
international business on the enjoyment of human rights have also served
as the impetus to forge surprising alliances among states, industry and
civil society groups. These multi-stakeholder efforts may be able to find
real solutions to some of these challenges, building innovative and flexible
frameworks that can respond to the confluence of global, economic and
human security that characterises today’s 21 century world.
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ANNEX I:

MONTREUX DOCUMENT

ON PERTINENT INTERNATIONAL LEGAL OBLIGATIONS AND

GOOD PRACTICES FOR STATES RELATED TO OPERATIONS OF

PRIVATE MILITARY AND SECURITY COMPANIES DURING ARMED
CONFLICT

PART ONE

PERTINENT INTERNATIONAL LEGAL OBLIGATIONS RELATING TO
PRIVATE MILITARY AND SECURITY COMPANIES

INTRODUCTION

The following statements aim to recall certain existing
international legal obligations of States regarding private military
and security companies. The statements are drawn from various
international humanitarian and human rights agreements and
customary international law. This document, and the statements
herein, do not create legal obligations. Each State is responsible
for complying with the obligations it has undertaken pursuant
to international agreements to which it is a party, subject to any
reservations, understandings and declarations made, and to
customary international law.

A. CONTRACTING STATES

1. Contracting States retain their obligations under international
law, even if they contract PMSCs to perform certain activities.
If they are occupying powers, they have an obligation to take
all measures in their power to restore, and ensure, as far as

DCAF HORIZON 2015 WORKING PAPER 25



26

possible, public order and safety, i.e. exercise vigilance in
preventing violations of international humanitarian law and
human rights law.

Contracting States have an obligation not to contract PMSCs
to carry out activities that international humanitarian
law explicitly assigns to a State agent or authority, such
as exercising the power of the responsible officer over
prisoner of war camps or places of internment of civilians in
accordance with the Geneva Conventions.

Contracting States have an obligation, within their power, to
ensure respect for international humanitarian law by PMSCs
they contract, in particular to:

a) ensure that PMSCs that they contract and their
personnel are aware of their obligations and trained
accordingly;

b) not encourage or assist in, and take appropriate
measures to prevent, any violations of international
humanitarian law by personnel of PMSCs;

C) take measures to suppress violations of international
humanitarian law committed by the personnel of
PMSCs through appropriate means, such as military
regulations,administrative ordersand otherregulatory
measures as well as administrative, disciplinary or
judicial sanctions, as appropriate.

Contracting States are responsible to implement their
obligations under international human rights law, including
by adopting such legislative and other measures as may be
necessary to give effect to these obligations. To this end
they have the obligation, in specific circumstances, to take
appropriate measures to prevent, investigate and provide

DCAF HORIZON 2015 WORKING PAPER



effective remedies for relevant misconduct of PMSCs and
their personnel.

Contracting States have an obligation to enact any legislation
necessary to provide effective penal sanctions for persons
committing, or ordering to be committed, grave breaches of
the Geneva Conventions and, where applicable, Additional
Protocol I,and havean obligationtosearchfor personsalleged
to have committed, or to have ordered to be committed, such
grave breaches and bring such persons, regardless of their
nationality, before their own courts. They may also, if they
prefer, and in accordance with the provisions of their own
legislation, hand such persons over for trial to another State
concerned, provided such State has made out a prima facie
case, or to an international criminal tribunal.

Contracting States also have an obligation to investigate and,
asrequired by international law, or otherwise as appropriate,
prosecute, extradite or surrender persons suspected of
having committed other crimes under international law,
such as torture or hostage taking, in accordance with their
obligations under international law. Such prosecutions are to
be carried outin accordance with international law providing
for fair trial, mindful that sanctions be commensurate with
the gravity of the crime.

Although entering into contractual relations does not in itself
engage the responsibility of Contracting States, the latter
are responsible for violations of international humanitarian
law, human rights law, or other rules of international
law committed by PMSCs or their personnel where such
violations are attributable to the Contracting State, consistent
with customary international law, in particular if they are:
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a) incorporated by the State into its regular armed forces
In accordance with its domestic legislation;

b) members of organised armed forces, groups or units
under a command responsible to the St