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tensions based on a broad range of international experiences. The SSR 
Backgrounders do not promote specific models, policies or proposals for good 
governance or reform but do provide further resources that will allow readers  
to extend their knowledge on each topic. 
The SSR Backgrounders are a resource for security governance and reform 
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ABOUT THIS SSR BACKGROUNDER
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intelligence services can pose a threat to democratic governance, the rule of law and 
human rights, even while acting in the public interest. Applying the principle of good 
security sector governance through a system of democratic control and oversight 
ensures intelligence services are both effective and accountable while providing 
security for the state and for its people. 
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WHY IS DEMOCRATIC OVERSIGHT OF INTELLIGENCE 
IMPORTANT?

When intelligence services are held accountable for fulfilling 
their legal mandate, both their legitimacy and their effectiveness 
are bolstered. Democratic oversight is crucial, to protect against 
abuse of power by ensuring respect for democratic governance, the 
rule of law and human rights, including gender equality. Democratic 
oversight also protects intelligence services from political abuse and 
can help create well-resourced, meritocratic and non-discriminatory 
workplaces for intelligence professionals. For these reasons, 
applying the principles of good governance to intelligence requires 
that every aspect of intelligence activity, including legal, operational, 
financial and administrative practices, be subject to democratic 
control and oversight. Figure 1 explains the how oversight can take 
place before, during and after an intelligence operation.

HOW DOES DEMOCRATIC OVERSIGHT OF 
INTELLIGENCE WORK?

Oversight of intelligence services assesses their performance, 
integrity and compliance with the law as well as the quality of both 
executive and internal control. 

Key questions in intelligence oversight include:

• Are intelligence officials working within their mandate and  
the rule of law? 

• Do they have sufficient legal powers, budget and personnel  
to fulfil their mandate?

• What problems have arisen from an intelligence activity or 
process? 

• Have political leaders misused intelligence services? 

• Do intelligence professionals provide impartial and objective 
analysis or is their analysis politicized?

CONTROL AND OVERSIGHT: SIMILAR BUT DIFFERENT

Control implies the power to direct an organization’s policies 
and activities, for example by making rules, codes or policies 
that determine how an organization functions. Oversight 
means verifying whether rules and laws are obeyed and 
codes and policies are applied. Oversight can be undertaken 
by many different actors and institutions, while control is 
typically the responsibility of the executive branch. However, 
not all governments clearly distinguish between the two 
terms; thus, some oversight bodies may also possess certain 
control responsibilities, while control activities may also have 
an oversight function.
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Ex ante oversight
•  Occurs before an operation is 

undertaken.
•  Determines the legal framework, 

creates and approves the budget and 
authorizes special measures. 

Ex post oversight
•  Occurs when an operation has 

finished.
•  Uses thematic, case, expenditure and 

annual reviews to address complaints 
and determine any wrongdoing. 

Ongoing oversight
•  Occurs while the operation is under 

way.
•  Can include on-site inspections, 

periodic hearings, regular reporting 
on intelligence activities and periodic 
review of special measures.

FIGURE 1 OVERSIGHT CAN HAPPEN BEFORE, DURING OR AFTER AN INTELLIGENCE OPERATION

FIGURE 2 A BROAD RANGE OF STATE INSTITUTIONS HAVE SPECIALISED ROLES TO PLAY IN DEMOCRATIC 
CONTROL AND OVERSIGHT OF INTELLIGENCE

Intelligence services

Supreme audit institutions: monitor 
financial probity of intelligence 
services

Security clearances and a system for controlling the flow of information can ensure the security  
of sensitive information within a system of democratic oversight.

Public oversight through civil society and media

Ombuds institutions:  
handle complaints by members of 
public

Executive authority:
Ensures that intelligence agencies 
work professionally within their 
legal powers and assigned 
missions.

Executive department  
or ministry

Legislative authority:
Establishes legal framework  
for intelligence and ensures  
that the executive and intelligence 
agencies work within those powers.

Commission or committee:
ad hoc or permanent

Judical authority:

Adjudicate constitutional, civil, 
administrative or criminal claims 
related to intelligence agencies

Authorize use of special measures, 
supervise and  

review legality of operations

Senior management

Different systems of government oversee intelligence in 
different ways. External oversight typically includes the 
executive, judicial and legislative branches of government – 
with corresponding parliamentary and expert oversight bodies 
– as well as senior management of the intelligence services, 
who provide internal control. Independent oversight may be 
conducted by ombuds institutions and supreme audit 
institutions, while civil society and the media generally 
guarantee public, or informal, oversight. Figure 2 provides a 
schematic structure for intelligence oversight. 

 

Oversight bodies must have the requisite powers and 
resources to fulfil their mandates effectively. Figure 3 
describes the features of access, independence, discretion 
and authority that make intelligence oversight effective. 
Oversight bodies must have access to classified information, 
sufficient investigative powers and powers to authorize 
strategic intelligence programmes, budgets and/or top-level 
appointments. Effective oversight requires methods such as 
inspections, hearings, documentary analysis, interviews, 
witness statements and direct access to databases.
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WHAT ARE TYPICAL CHALLENGES FOR 
DEMOCRATIC OVERSIGHT OF INTELLIGENCE?

1.  Secrecy Management, control and oversight of a large 
governmental bureaucracy is more complicated when 
there is a need for secrecy. Independent but interlocking 
oversight institutions with clear mandates for access to 
information can help overcome this problem.

2.  Discretionary authority Intelligence professionals 
commonly have discretionary authority to make 
independent decisions, and make many such decisions 
in the course of their work. Effective oversight of these is 
time consuming and difficult. To ensure that independent 
decision-making is as sound as possible, it is important 
that management instils a culture of professionalism 
based on respect for good governance and the rule of 
law, including gender equality, at every level of the 
intelligence services.

3.  Political will Because of the level of secrecy involved in 
the intelligence services (see SSR Backgrounder, 
“Intelligence Services”), ensuring their accountability is 
not necessarily useful for winning votes. This means that 
elected representatives may lack incentives to invest 
their time in legislative or executive oversight of 
intelligence. Political decision makers may also prefer to 
protect themselves from the consequences of certain 
decisions by preserving ‘plausible deniability’. Oversight 
mechanisms can help protect intelligence services from 
this type of political manipulation by making clear who 
holds political responsibility for decisions made. 

4.  Exaggerated threat perceptions Perceived threats to 
national security can be used to justify actions that may 
be disproportionate to the threat and damaging to the 
principles of democratic governance, human rights and 
the rule of law. A high level of professionalism, political 
independence and effective oversight are necessary to 
ensure that intelligence analysis does not over- or under-
estimate the danger of a threat to national security.

5.  International scope International cooperation in 
intelligence extends the powers and activities of national 
intelligence services beyond the reach of national 
systems of control and oversight. Where adequate 
information on international cooperation is unavailable or 
oversight powers do not reach beyond national 
jurisdiction, problems can occur. Defining the scope and 
nature of international cooperation can prevent abuses 
and bolster the credibility of national intelligence services.

6.  Technological developments The technology used in 
intelligence work can advance more quickly than the 
mandates and powers for their oversight and control, 

CHALLENGES FOR OVERSIGHT AND CONTROL IN 
TRANSITIONAL CONTEXTS

Intelligence services are usually a crucial element in 
preserving authoritarian or totalitarian regimes, which 
means they can pose special challenges when carried 
over to new democracies: 

Information collected under a former regime may be 
used for blackmail, extortion or political manipulation.

•  Seeking justice for past abuses may create an incentive 
for powerful interests to stall political transition. 

•   Impunity for former abuses can undermine new 
political institutions. 

•  Government officials, elected representatives, civil 
society and the media in transition states may be ill 
equipped or unwilling to scrutinize intelligence.

•   The lack of a legal framework for democratic oversight 
and control, fragmentation of services and broad 
mandates of intelligence services make oversight 
difficult.

C For all these reasons, excluding intelligence services 
from SSR in transition contexts can jeopardize both 
state and human security.

FIGURE 3 EFFECTIVE DEMOCRATIC OVERSIGHT OF INTELLIGENCE REQUIRES THAT OVERSEERS HAVE BOTH 
THE MANDATE AND THE POWER TO CREDIBLY ASSESS THE PERFORMANCE OF INTELLIGENCE SERVICES

Oversight must extend to personnel, sites and classified 
information. Classification schedules and freedom of 
information laws should favour disclosure but, where 
secrecy is necessary, overseers must have the 
highest level  
of access.

Oversight systems must be designed  
to maintain secrecy and the integrity of  
the intelligence process. Reliability is necessary 
to win the confidence of the intelligence services  
and to safeguard national interests.

Oversight must be independent of political interests and of 
inappropriate influence by the intelligence services. 

Dedicated budgets and expert personnel help  
to guarantee credible oversight.

Effective oversight depends on discretionary 
powers of investigation, including the power  

to compel testimony under oath. Special courts  
or judges may be dedicated to intelligence oversight.

Access Independence

AuthorityDiscretion
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leading to gaps in accountability. Technical experts can 
provide oversight bodies with crucial information, while 
legislatures need to ensure legal frameworks keep 
abreast of such changes. 

HOW DOES INTERNAL CONTROL OF 
INTELLIGENCE CONTRIBUTE TO GOOD 
GOVERNANCE?

Internal control provides rules and processes within an 
intelligence service to ensure staff perform professionally 
and effectively within the limits of their authority, in 
compliance with the law and with respect for human 
rights, including gender equality – key pillars of good 
governance.

Internal control works through effective management to: 
• Coordinate the process for assigning, reporting on and 

evaluating all intelligence activities as well as staff 
performance; 

• Issue guidance for intelligence staff and ensure 
adherence to codes of conduct, regulations, legal 
standards and professional ethics;

• Identify and correct minor infractions, while ensuring 
major infractions are appropriately dealt with by the 
justice system or higher institutions of oversight, as 
appropriate.

A strong commitment to high standards of professional 
ethics is traditionally one of the most effective 
mechanisms for accountability in intelligence services.

HOW DOES EXECUTIVE CONTROL OF 
INTELLIGENCE CONTRIBUTE TO GOOD 
GOVERNANCE?

In a democracy the executive typically has two main control 
responsibilities over intelligence:

• An operational responsibility to establish overarching 
policies, priorities and budgets for intelligence services, 
authorize sensitive operations and initiate inquiries in 
cases of suspected misconduct. The executive also 
ensures that intelligence services are well equipped to 
contribute to national security within the larger 
framework of a national security policy;

• A political responsibility to parliament and the public 
to ensure the effective, accountable and legal conduct 
of intelligence services.

Both these responsibilities are key elements of good 
governance. 

Executive control can be exercised directly or indirectly. 
Intelligence functions situated within institutions such as the 
military or law enforcement agencies are usually supervised 
by sector-specific ministries or departments, such as defence, 
justice or the interior. Autonomously operating intelligence 

services often fall under the direct control of the executive, 
through the president or prime minister’s office or a joint 
executive body such as a national security advisory board. 
(The SSR Backgrounder, “Intelligence Services” presents 
various institutional arrangements). 

Finding a balance between control and professional 
autonomy is key to both the effectiveness and 
accountability of intelligence services. On the one hand, 
intelligence services should remain autonomous enough from 
executive control to be protected from undue political influence 
and be able to guarantee independent objective analysis. On 
the other hand, even relatively autonomous intelligence 
services must remain under the control of the government to 
ensure that they respect the rule of law and human rights and 
do not become a threat to the state or its population. 

WHAT ROLE DOES PARLIAMENT PLAY IN 
DEMOCRATIC OVERSIGHT OF INTELLIGENCE?

Parliament sets the legal framework within which the 
intelligence services operate and monitors their 
compliance. Parliament may determine whether intelligence 
operations are legal and effective. It generally oversees 
administrative practices and financial management through 
control of the intelligence budget. In some countries, 
parliament must be informed of operational matters or might 
even have a role in authorizing and reviewing them. Such 
procedures can protect intelligence services from abuse by 
political authorities.

Parliament provides external oversight through expert 
bodies, which can have either a general or specific 
oversight mandate. Ideally, these bodies are permanent, but 
some countries use ad hoc bodies. Parliamentary oversight 
reviews both the activities of intelligence services and the 

GOOD SECURITY SECTOR GOVERNANCE (SSG) 
AND SECURITY SECTOR REFORM (SSR)

The principles of good SSG are accountability, 
transparency, the rule of law, participation, 
responsiveness, effectiveness and efficiency. 
Good SSG is a normative standard for how the state 
security sector should work in a democracy. 

Applying the principles of good SSG to security 
provision is the goal of SSR. SSR is the political 
and technical process of improving state and human 
security by making security provision, management 
and oversight more effective and more accountable, 
within a framework of democratic civilian control, the 
rule of law and respect for human rights. SSR may 
focus on only one part of public security provision or 
the way the entire system functions, as long as the 
goal is always to improve both effectiveness and 
accountability. 
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quality of executive control. All of the features described in 
figure 3 are essential in making parliamentary oversight of 
intelligence effective.

Parliament is also responsible for ensuring that legal 
frameworks include commitments to gender equality. This 
includes appropriate recruitment and procedural requirements 
for intelligence services as well as oversight institutions,  
and the monitoring of their implementation. The goal is  
to establish effective, inclusive and representative 
institutions that respect human rights in their operational 
and administrative responsibilities while addressing the 
different security needs of all men, women, boys and girls. 

HOW IS THE JUSTICE SYSTEM INVOLVED IN THE 
CONTROL AND OVERSIGHT OF INTELLIGENCE?

Judicial control and oversight ensures intelligence services 
and political authorities adhere to the laws governing their 
behaviour and missions. 

The justice system:

• Authorizes and oversees the use of special powers 
such as exceptional search, surveillance or detention. 
This typically involves ex ante authorization through 
warrants, for example, and/or ex post judicial review of 
special investigative measures (i. e. after their 
conclusion); 

• Adjudicates charges of misconduct, criminal activity or 
access to information in intelligence-related matters. To 
ensure that secrecy does not lead to impunity, special 
judicial provisions can ensure that the law is applied 
even while protecting classified information. Courts also 
adjudicate access to sensitive information, through 
access to/freedom of information laws and classification 
schedules. Courts may also be required to settle cases 
involving accusations of unlawfully disclosed classified 
information, for example as the law applies to whistle-
blowers;

• Conducts judicial review, which ensures all intelligence-
related laws and policies created by the legislature or 
the executive are compatible with constitutional law;

• Assists in parliamentary or executive oversight by 
judicial officials (or retired members of the judiciary) 
contributing their expertise to parliamentary enquiries 
or oversight commissions or conducting investigations 
into past events at the request of the executive.

HOW CAN PUBLIC OVERSIGHT APPLY TO 
INTELLIGENCE? 

Public interest journalism, academia and think tanks, as well 
as a wide range of civil society organizations focused on 
security sector and/or human rights issues, can provide public 
oversight of intelligence issues. The public can exercise direct 

political pressure on the government, while the media play a 
key role in increasing public awareness, directing government 
attention to important topics and exposing misconduct in 
intelligence. Scandal can lead to investigation and result in 
reform that improves the accountability and effectiveness of 
intelligence. Through the media and civil society 
organizations, the public can demand more democratic 
accountability in intelligence. However, the effectiveness 
of public oversight depends on access to reliable 
information.

Legal rules about the classification of information can 
reconcile accountability and transparency with reasonable 
secrecy, for example through: 

• Freedom of information laws allowing public access 
to government-held data; 

• Classification schedules that clearly define what, when 
and how long information may be kept secret, including a 
designated timeframe for its de-classification;

• Whistle-blower protections that allow intelligence 
personnel to reveal information that exposes 
misconduct – such as corruption, deception or 
mismanagement – to designated internal or external 
bodies without fear of punishment for violating their 
obligation to maintain confidentiality and obedience. At 
the same time, is important they understand that such 
disclosures can compromise national security, even 
when serving a wider public interest.

ELEMENTS OF A LEGAL FRAMEWORK FOR 
DEMOCRATIC OVERSIGHT OF INTELLIGENCE

Democratic oversight and control depends on a legal 
framework that defines:

•  Mandates for the intelligence services, including 
specific areas of responsibility and their limits; 

•  Permissible and non-permissible methods and 
activities and the restrictions imposed on their use, 
in particular any method and activity that may 
interfere with human rights;

•  Organizational structures and modalities for 
cooperation between and among intelligence 
services both at home and abroad;

•  Control and oversight mechanisms by which the 
services will be held accountable, including the 
executive, judicial and legislative branches of 
government as well as special independent bodies;

•  Means for legal recourse in instances of complaint, 
abuse or violation of rights.

Establishing a sound legal framework for intelligence 
oversight is the responsibility of parliament; 
implementing that framework is the responsibility of 
the executive and the justice system.
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MORE DCAF SSR RESOURCES

DCAF publishes a wide variety of tools, handbooks 
and guidance on all aspects of SSR and good SSG, 
available free-for-download at www.dcaf.ch

Many resources are also available in languages other 
than English.

The DCAF-ISSAT Community of Practice website 
makes available a range of online learning resources 
for SSR practitioners at http://issat.dcaf.ch
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